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Data Processing Agreement

Standard Contractual Clauses
For the purposes of Article 28(3) of Regulation 2016/679 (the GDPR)
Between

Customer
(as specified in the Agreement)

(the data controller)
and

FlexyBox ApS
(as specified in the Agreement)

(the data processor)
each a ‘party’; together ‘the parties’

HAVE AGREED on the following Contractual Clauses (the Clauses) in order to meet the re-
quirements of the GDPR and to ensure the protection of the rights of the data subject.
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10.

11.

Preamble

These Contractual Clauses (the Clauses) set out the rights and obligations of the data
controller and the data processor, when processing personal data on behalf of the
data controller.

The Clauses have been designed to ensure the parties’ compliance with Article 28(3)
of Regulation 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data and repealing Directive 95/46/EC (Gen-
eral Data Protection Regulation).

In the context of the provision of IT services covered by the parties’ agreement(s) on
IT services as further described in the agreement(s) between the parties (the “Agree-
ment” and “services”), the data processor will process personal data on behalf of the
data controller in accordance with the Clauses.

The Clauses shall take priority over any similar provisions contained in other agree-
ments between the parties.

Four appendices are attached to the Clauses and form an integral part of the Clauses.

Appendix A contains details about the processing of personal data, including the pur-
pose and nature of the processing, type of personal data, categories of data subject
and duration of the processing.

Appendix B contains the data controller’s conditions for the data processor’'s use of
sub-processors and a list of sub-processors authorised by the data controller.

Appendix C contains the data controller’s instructions with regards to the processing
of personal data, the minimum security measures to be implemented by the data pro-
cessor and how audits of the data processor and any sub-processors are to be per-
formed.

Appendix D contains provisions for other activities which are not covered by the
Clauses.

The Clauses along with appendices shall be retained in writing, including electroni-
cally, by both parties.

The Clauses shall not exempt the data processor from obligations to which the data
processor is subject pursuant to the General Data Protection Regulation (the GDPR)

or other legislation.

The rights and obligations of the data controller
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1. The data controller is responsible for ensuring that the processing of personal data
takes place in compliance with the GDPR (see Article 24 GDPR), the applicable EU
or Member State! data protection provisions and the Clauses.

2. The data controller has the right and obligation to make decisions about the purposes
and means of the processing of personal data.

3. The data controller shall be responsible, among other, for ensuring that the processing
of personal data, which the data processor is instructed to perform, has a legal basis.

3. The data processor acts according to instructions

1. The data processor shall process personal data only on documented instructions from
the data controller, unless required to do so by Union or Member State law to which
the processor is subject. Such instructions shall be specified in appendices A and C.
Subsequent instructions can also be given by the data controller throughout the du-
ration of the processing of personal data, but such instructions shall always be docu-
mented and kept in writing, including electronically, in connection with the Clauses.

2. The data processor shall immediately inform the data controller if instructions given
by the data controller, in the opinion of the data processor, contravene the GDPR or
the applicable EU or Member State data protection provisions.

4. Confidentiality

1. The data processor shall only grant access to the personal data being processed on
behalf of the data controller to persons under the data processor’s authority who have
committed themselves to confidentiality or are under an appropriate statutory obliga-
tion of confidentiality and only on a need to know basis. The list of persons to whom
access has been granted shall be kept under periodic review. On the basis of this
review, such access to personal data can be withdrawn, if access is no longer neces-
sary, and personal data shall consequently not be accessible anymore to those per-
sons.

2. The data processor shall at the request of the data controller demonstrate that the
concerned persons under the data processor’s authority are subject to the abovemen-
tioned confidentiality.

5. Security of processing

1. Article 32 GDPR stipulates that, taking into account the state of the art, the costs of
implementation and the nature, scope, context and purposes of processing as well as
the risk of varying likelihood and severity for the rights and freedoms of natural per-
sons, the data controller and data processor shall implement appropriate technical
and organisational measures to ensure a level of security appropriate to the risk.

The data controller shall evaluate the risks to the rights and freedoms of natural per-
sons inherent in the processing and implement measures to mitigate those risks. De-
pending on their relevance, the measures may include the following:

a. Pseudonymisation and encryption of personal data;

1 References to “Member States” made throughout the Clauses shall be understood as references to “EEA Member States”.
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b. the ability to ensure ongoing confidentiality, integrity, availability and resilience of
processing systems and services;

c. the ability to restore the availability and access to personal data in a timely man-
ner in the event of a physical or technical incident;

d. a process for regularly testing, assessing and evaluating the effectiveness of
technical and organisational measures for ensuring the security of the pro-
cessing.

2. According to Article 32 GDPR, the data processor shall also — independently from the
data controller — evaluate the risks to the rights and freedoms of natural persons in-
herent in the processing and implement measures to mitigate those risks. To this ef-
fect, the data controller shall provide the data processor with all information necessary
to identify and evaluate such risks.

3. Furthermore, the data processor shall assist the data controller in ensuring compli-
ance with the data controller’s obligations pursuant to Articles 32 GDPR, by inter alia
providing the data controller with information concerning the technical and organisa-
tional measures already implemented by the data processor pursuant to Article 32
GDPR along with all other information necessary for the data controller to comply with
the data controller’s obligation under Article 32 GDPR.

If subsequently — in the assessment of the data controller — mitigation of the identified
risks requires further measures to be implemented by the data processor, than those
already implemented by the data processor pursuant to Article 32 GDPR, the data
controller shall specify these additional measures to be implemented in Appendix C.

6. Use of sub-processors

1. The data processor shall meet the requirements specified in Article 28(2) and (4)
GDPR in order to engage another processor (a sub-processor).

2. The data processor shall therefore not engage another processor (sub-processor) for
the fulfilment of the Clauses without the prior general written authorisation of the data
controller.

The data processor has the data controller’s general authorisation for the engagement
of sub-processors. The data processor shall inform in writing the data controller of any
intended changes concerning the addition or replacement of sub-processors at least
30 days in advance, thereby giving the data controller the opportunity to object to such
changes prior to the engagement of the concerned sub-processor(s). Longer time pe-
riods of prior notice for specific sub-processing services can be provided in Appendix
B. The list of sub-processors already authorised by the data controller can be found
in Appendix B.

3. Where the data processor engages a sub-processor for carrying out specific pro-
cessing activities on behalf of the data controller, the same data protection obligations
as set out in the Clauses shall be imposed on that sub-processor by way of a contract
or other legal act under EU or Member State law, in particular providing sufficient
guarantees to implement appropriate technical and organisational measures in such
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a manner that the processing will meet the requirements of the Clauses and the
GDPR.

The data processor shall therefore be responsible for requiring that the sub-processor
at least complies with the obligations to which the data processor is subject pursuant
to the Clauses and the GDPR.

4. A copy of such a sub-processor agreement and subsequent amendments shall — at
the data controller’s request — be submitted to the data controller, thereby giving the
data controller the opportunity to ensure that the same data protection obligations as
set outin the Clauses are imposed on the sub-processor. Clauses on business related
issues that do not affect the legal data protection content of the sub-processor agree-
ment, shall not require submission to the data controller.

5. The data processor shall agree a third-party beneficiary clause with the sub-processor
where —in the event of bankruptcy of the data processor — the data controller shall be
a third-party beneficiary to the sub-processor agreement and shall have the right to
enforce the agreement against the sub-processor engaged by the data processor,
e.g. enabling the data controller to instruct the sub-processor to delete or return the
personal data.

6. If the sub-processor does not fulfil his data protection obligations, the data processor
shall remain fully liable to the data controller as regards the fulfilment of the obligations
of the sub-processor. This does not affect the rights of the data subjects under the
GDPR - in particular those foreseen in Articles 79 and 82 GDPR — against the data
controller and the data processor, including the sub-processor.

7. Transfer of data to third countries or international organisations

1. Any transfer of personal data to third countries or international organisations by the
data processor shall only occur on the basis of documented instructions from the data
controller and shall always take place in compliance with Chapter V GDPR.

2. In case transfers to third countries or international organisations, which the data pro-
cessor has not been instructed to perform by the data controller, is required under EU
or Member State law to which the data processor is subject, the data processor shall
inform the data controller of that legal requirement prior to processing unless that law
prohibits such information on important grounds of public interest.

3.  Without documented instructions from the data controller, the data processor there-
fore cannot within the framework of the Clauses:

a. transfer personal data to a data controller or a data processor in a third coun-
try or in an international organization

b. transfer the processing of personal data to a sub-processor in a third country
c. have the personal data processed in by the data processor in a third country
4. The data controller’'s instructions regarding the transfer of personal data to a third

country including, if applicable, the transfer tool under Chapter V GDPR on which they
are based, shall be set out in Appendix C.6.
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5. The Clauses shall not be confused with standard data protection clauses within the
meaning of Article 46(2)(c) and (d) GDPR, and the Clauses cannot be relied upon by
the parties as a transfer tool under Chapter V GDPR.

8. Assistance to the data controller

1. Taking into account the nature of the processing, the data processor shall assist the
data controller by appropriate technical and organisational measures, insofar as this
is possible, in the fulfilment of the data controller’s obligations to respond to requests
for exercising the data subject’s rights laid down in Chapter Ill GDPR.

This entails that the data processor shall, insofar as this is possible, assist the data
controller in the data controller's compliance with:

a. the right to be informed when collecting personal data from the data subject
the right to be informed when personal data have not been obtained from the
data subject

c. the right of access by the data subject

d. the right to rectification

e. theright to erasure (‘the right to be forgotten’)

f.  the right to restriction of processing

g. notification obligation regarding rectification or erasure of personal data or
restriction of processing

h. the right to data portability

i. the right to object

j.  the right not to be subject to a decision based solely on automated pro-
cessing, including profiling

2. In addition to the data processor’s obligation to assist the data controller pursuant to
Clause 6.3., the data processor shall furthermore, taking into account the nature of
the processing and the information available to the data processor, assist the data
controller in ensuring compliance with:

a. The data controller’s obligation to without undue delay and, where feasible,
not later than 72 hours after having become aware of it, notify the personal
data breach to the competent supervisory authority at the place of the data
controller’'s venue, unless the personal data breach is unlikely to result in a
risk to the rights and freedoms of natural persons;

b. the data controller’s obligation to without undue delay communicate the per-
sonal data breach to the data subject, when the personal data breach is likely
to result in a high risk to the rights and freedoms of natural persons;

c. the data controller's obligation to carry out an assessment of the impact of
the envisaged processing operations on the protection of personal data (a
data protection impact assessment);

d. the data controller’s obligation to consult the competent supervisory authority

at the place of the data controller’s venue, prior to processing where a data
protection impact assessment indicates that the processing would result in a

Standard Contractual Clauses May 2023



Page 8 of 21

10.

11.

high risk in the absence of measures taken by the data controller to mitigate
the risk.

The parties shall define in Appendix C the appropriate technical and organisational
measures by which the data processor is required to assist the data controller as well
as the scope and the extent of the assistance required. This applies to the obligations
foreseen in Clause 9.1. and 9.2.

Notification of personal data breach

In case of any personal data breach, the data processor shall, without undue delay
after having become aware of it, notify the data controller of the personal data breach.

The data processor’s notification to the data controller shall, if possible, take place
within 48 hours after the data processor has become aware of the personal data
breach to enable the data controller to comply with the data controller’s obligation to
notify the personal data breach to the competent supervisory authority, cf. Article 33
GDPR.

In accordance with Clause 9(2)(a), the data processor shall assist the data controller
in notifying the personal data breach to the competent supervisory authority, meaning
that the data processor is required to assist in obtaining the information listed below
which, pursuant to Article 33(3)GDPR, shall be stated in the data controller’s notifica-
tion to the competent supervisory authority:

a. The nature of the personal data including where possible, the categories and
approximate number of data subjects concerned and the categories and ap-
proximate number of personal data records concerned,

b. the likely consequences of the personal data breach;

c. the measures taken or proposed to be taken by the controller to address the
personal data breach, including, where appropriate, measures to mitigate its
possible adverse effects.

The parties shall define in Appendix C all the elements to be provided by the data
processor when assisting the data controller in the notification of a personal data
breach to the competent supervisory authority.

Erasure and return of data

On termination of the provision of personal data processing services, the data pro-
cessor shall be under obligation to delete all personal data processed on behalf of the
data controller and certify to the data controller that it has done so unless Union or
Member State law requires storage of the personal data.

The data processor commits to exclusively process the personal data for the purposes
and duration provided for by this law and under the strict applicable conditions.

Audit and inspection
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12.

13.

14.

The data processor shall make available to the data controller all information neces-
sary to demonstrate compliance with the obligations laid down in Article 28 and the
Clauses and allow for and contribute to audits, including inspections, conducted by
the data controller or another auditor mandated by the data controller.

Procedures applicable to the data controller’s audits, including inspections, of the data
processor and sub-processors are specified in appendices C.7. and C.8.

The data processor shall be required to provide the supervisory authorities, which
pursuant to applicable legislation have access to the data controller’'s and data pro-
cessor’s facilities, or representatives acting on behalf of such supervisory authorities,
with access to the data processor’s physical facilities on presentation of appropriate
identification.

The parties’ agreement on other terms

The parties may agree other clauses concerning the provision of the personal data
processing service specifying e.g. liability, as long as they do not contradict directly
or indirectly the Clauses or prejudice the fundamental rights or freedoms of the data
subject and the protection afforded by the GDPR.

Commencement and termination
The Clauses shall become effective on the date of both parties’ signature.

Both parties shall be entitled to require the Clauses renegotiated if changes to the law
or inexpediency of the Clauses should give rise to such renegotiation.

The Clauses shall apply for the duration of the provision of personal data processing
services. For the duration of the provision of personal data processing services, the
Clauses cannot be terminated unless other Clauses governing the provision of per-
sonal data processing services have been agreed between the parties.

If the provision of personal data processing services is terminated, and the personal
data is deleted or returned to the data controller pursuant to Clause 11.1. and Appen-
dix C.4., the Clauses may be terminated by written notice by either party.

Signature

These Clauses shall be considered as an integrated part of the Agreement between

the parties and is attached to the Agreement as an appendix. These Clauses shall
therefore be considered as entered when entering the Agreement.

Data controller and data processor contacts/contact points

The parties may contact each other using the following contacts/contact points:

The data controller’s and data processor’s contact/contact points are specified in the
Agreement.
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Name Head of sales
Telephone +45 70606049
E-mail salg@flexybox.com

2. The parties shall be under obligation continuously to inform each other of changes to
the contacts/contact points specified in the Agreement.

15. Appendix A Information about the processing

A.1. The purpose of the data processor’s processing of personal data on behalf of the
data controller is:

The parties have agreed that the data processor shall provide one or more of the following
services as further described in the Agreement.

Hosting and operation

The purpose of the processing is the provision of hosting and operation of the data controller's
IT systems, including backup, monitoring, maintenance and support as further described in the
Agreement between the parties. Including specific tasks ordered by the data controller.

Support services
The purpose of the processing is the provision of support services to the data controller as

further specified in the Agreement between the parties. Including specific tasks ordered by the
data controller.

Consultancy services
The purpose of the processing is to carry out specifically agreed consultancy tasks. Conse-
quently, the purpose will vary, but will always be related to an agreed consultancy task.

A.2. The data processor’s processing of personal data on behalf of the data controller
shall mainly pertain to (the nature of the processing)

Hosting and operation

The data processor provides hosting and operation of the data controller's IT systems. The
primary purpose of the processing is therefore hosting, including storage of the data control-
ler's personal data, and ongoing operation, including maintenance of the data controller's IT
systems containing personal data.

The processing may in specific cases include, among other things, the organization, system-
atization, facilitation, temporary storage, filtering, troubleshooting, adaptation or modification,
retrieval, search, use, combination, interconnection, restriction or deletion of personal data
when necessary, in connection with the performance of the data processor's delivery of the
Agreement to the data controller or when necessary to fulfil a specific request from the data
controller.

Support

The data processor provides support to the data controller's employees, etc. All work that the
data processor provides as part of the support, and which includes the processing of personal
data on behalf of the data controller shall take place at the data controller's specific request.
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The data processor supports the data controller with the data controller's daily operation of its
IT systems.

Consultancy services

The data processor will carry out specific and limited tasks. Consultancy tasks are carried out
in the data controller's systems and with the data controller's data, and the processing will be
defined for each specific task.

Tasks are requested and defined by the data controller, and the data processor will assist to
the extent required in order to ensure a proper definition of tasks.

A.3. The processing includes the following types of personal data about data subjects:
The data processor shall process the types of personal data that the data controller directly or
indirectly gives the data processor access, which typically includes:

General personal data, cf. Article 6 of the GDPR, including name, email, telephone number,
address, and department.

Special categories of personal data, cf. Article 9 of the GDPR, including racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade union membership and data concern-
ing health and sex life or sexual orientation, genetic data, and biometric data.

Information about criminal convictions and offenses, cf. GDPR article 10.
Information about CPR number, cf. section 11 of the Danish Data Protection Act.
A.4. The processing includes the following categories of data subject:

The data processor shall process personal data about the categories of data subjects that the
data controller directly or indirectly gives the data processor access to, which typically includes:

The data controller's own customers, employees and business partners.

A.5. The data processor’s processing of personal data on behalf of the data controller
may be performed when the Clauses commence. Processing has the following dura-
tion:

16. These Clauses shall be effective for the duration of the
provisions of the services in accordance with the Agreement and shall
terminate automatically when the data processor no longer processes of
personal data on behalf of the data controller as part of the services.

17. Appendix B Authorised sub-processors
B.1. Approved sub-processors

On commencement of the Clauses, the data controller authorises the engagement of the fol-
lowing sub-processors:

NAVN CVR-NO. ADRESS DE- TRANSFER TO THIRD COUNTRIES
SCRIP- AND LEGAL TRANSFER BASIS
TION OF

DELIV-
ERY OF
SER-
VICES ON
SUB-PRO-
CES-
SOR’S
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Suite 500

STAND-
PROCES- ARD
SING TERMS
Salesforce Inc. 00000000 Sales Force | Ticket Yes Yes
Tower, 415 manage- .
Legal transfer basis: Standard Con-
Mission ment for
tractual Clauses
Street, 3rd superport
floor, San and oper-
Fransisco, ations.
CA 94105,
u.s.
Azure DevOps 00000000 Netherlands | Ticket Yes Yes
manage- .
Legal transfer basis: Standard Con-
ment for
tractual Clauses
superport
and oper-
ations.
Azure 00000000 Netherlands | Ticket Yes Yes
manage- .
Legal transfer basis: Standard Con-
ment for
tractual Clauses
superport
and oper-
ations.
Amazon Web Services 00000000 1200 12th Hosting Yes Yes
LLC Ave S, Ste )
Legal transfer basis: Standard Con-
1200, Seat-
tractual Clauses
tle, WA
98144, U.S.
Curanet . .
29412006 Hgjvangen Hosting No No
4 8660
Skander-
borg, Den-
mark
MailChimp 00000000 The Rocket | E-mail di- Yes Yes
Science stribution. .
Legal transfer basis: Standard Con-
Group, LLC
tractual Clauses
675 Ponce
de Leon
Ave NE
Suite 5000
Atlanta, GA
30308, U.S.
SendGrid 00000000 1801 Cali- E-mail di- Yes Yes
fornia Street | stribution.
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Boulder, CO
80202, USA

Legal transfer basis: Standard Con-

tractual Clauses

Go Cardless

00000000

Sutton Yard,
65 Goswell
Road, Lon-
don, EC1V
7EN, United
Kingdom

System
for charg-
ing. Only
those who
collect
payment
from end-

users.

Yes

Legal transfer basis: United Kingdom is
deemed a secure third country by the
EU Commission and Standard Con-
tractual Clauses for other transfers out-

side the EU/EEA.

Hosting of data is located within the
European Economic Area (EEA), more

specific in Holland.

Yes

The data controller shall on the commencement of the Clauses authorise the use of the above-
mentioned sub-processors for the processing described for that party. The data processor
shall not be entitled — without the data controller’s explicit written authorisation — to engage a
sub-processor for a ‘different’ processing than the one which has been agreed upon or have
another sub-processor perform the described processing.

B.2. Prior notice for the authorisation of sub-processors
The data processor’s notice of any planned changes in terms of addition or replacement of
sub-processors must be in accordance with Clause 7.3.

Regardless of the above, the data controller accepts that there may be situations with a spe-
cific need for such change in terms of addition or replacement of sub-processors with a shorter
notice or immediately. In such situations, the data processor will notify the data controller of

such change as soon as possible.

If the data controller has any objections to such changes, the data controller shall notify the
data processor thereof without undue delay before such change is to take effect. The data
controller may only object to such changes if the data controller has reasonable and specific

grounds for such refusal.

In case of the data controller’s objection, the data controller furthermore accepts that the data
processor may be prevented from providing all or parts of the agreed services. Such non-
performance cannot be ascribed to the data processor’s breach. The data processor will main-
tain its claim for payment for such services, regardless of if they cannot be provided to the data

controller.

If the data controller has reasonable and specific grounds to object to the use of a sub-proces-
sor, the data controller may terminate the Agreement with respect to those aspects of the
service that cannot be provided without the use of the sub-processor. A termination shall be
made in accordance with the provisions on termination in the Agreement, and the termination
notice stated in the Agreement likewise applies. Any prepaid payments covering the remainder
of the term of the Agreement following the expiry of the termination period will be refunded to

the data controller.

18.

C.1. The subject of/instruction for the processing

Appendix C Instruction pertaining to the use of personal data
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The data processor’'s processing of personal data on behalf of the data controller shall be
carried out by the data processor in order to provide delivery of IT services in accordance with
the Agreement between the parties.

C.2. Security of processing
The level of security shall take into account:

The data processor implements appropriate technical and organisational measures to ensure
a level of security appropriate to the risks associated with the processing activities that the
data processor performs for the data controller.

The technical and organisational measures are determined taking into account the current
technical level, the implementation costs, nature, scope, context and purposes of the pro-
cessing activity as well as the risk for the rights and freedoms of natural persons.

In assessing the appropriate level of security, particular account shall be taken of the risks
posed by processing, in particular in the event of accidental or unlawful destruction, loss, al-
teration, unauthorized disclosure of or access to personal data transmitted, stored or otherwise
processed.

The data processor shall hereafter be entitled and under obligation to make decisions about
the technical and organisational security measures that are to be applied to create the neces-
sary (and agreed) level of data security.

The data processor shall however — in any event and at a minimum — implement the following
measures that have been agreed with the data controller:

18.1. C.2.1 Organizational security
The data processor has a documented information security policy that addresses how infor-
mation security is embedded and implemented in the data processor's organization.

The data processor maintains and enforces policies for the secure handling of information
and for ensuring that personal data is processed in accordance with applicable law. The data
processor takes appropriate steps to ensure that such policies are known to all employees
by conducting regular training.

The data processor ensures that third party service providers comply with a minimum set of
controls prescribed by the data processor and are subject to confidentiality obligations prior
to their use.

Taking into account the state of the art, the cost of implementation and the nature, scope,
context and purposes of the processing in question, the data processor will implement and
observe the principles of data protection by design at all stages of the data and system life
cycle.

C.2.2 Physical security

The data processor shall ensure that locations, including data centres, offices and off-site
storage facilities, or locations from which the data controller's information may potentially be
accessed, have appropriate physical security controls to protect against unauthorized ac-
cess.
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The data processor ensures the safe disposal of information, media, equipment and paper in
accordance with recognized industry standards.

C.2.3 System and network security

The data processor shall ensure that networks and devices on which personal data are pro-
cessed are protected against unauthorized access or infiltration, both internally and exter-
nally.

Network security is maintained through the use of commercially available equipment and in-

dustry standard techniques, including performing periodic external vulnerability scanning and
maintaining perimeter defences such as firewalls and intrusion protection and detection sys-
tems.

The data processor ensures that the infrastructure is at least segmented into separate pro-
duction systems and away from test and development environments.

The data processor ensures that anti-virus and anti-malware programs are used on operat-
ing systems along with security configurations. The provider's recommended security
patches are deployed in a timely manner on both applications and operating systems.

This includes ensuring that updated malware protection is installed and maintained on all
systems exposed to malware.

C.2.4 Access management

The data processor shall ensure that the data controller's personal data is only accessed by
authorized persons using access management procedures that ensure access on a least
privilege basis and that access is terminated where and when appropriate.

The data processor must have user management procedures in place that define user roles
and their privileges and how access is granted, modified and terminated.

Systems used to process the controller's personal data are further secured through multi-fac-
tor authentication and remote access to data, programs and infrastructure must have at least
two-factor authentication.

C.2.5 Backup

The data processor shall perform backups of the personal data processed on behalf of the
data controller and shall have procedures in place to ensure the restoration of backed-up
data in a timely manner to ensure availability and access to personal data.

C.2.6 Accessibility
The data processor shall implement procedures to effectively detect, analyse and manage
security incidents to ensure the availability of personal data.

C.3. Assistance to the data controller

The data processor shall insofar as this is possible — within the scope and the extent of the
assistance specified below — assist the data controller in accordance with Clause 9.1. and 9.2.
by implementing the following technical and organisational measures:

At the specific request of the data controller, the data processor shall, taking into account the
nature of the processing, assist the data controller as far as possible, by appropriate technical
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and organizational measures, in compliance with the data controller's obligation to respond to
requests for data subjects’ rights as stated in the data protection regulation.

If a data subject submits a request for the exercise of his or her rights to the data processor,
the data processor shall notify the data controller hereof without undue delay.

Taking into account the nature of the processing and the information available to the data
processor, the data processor shall, upon specific request, assist the data controller in ensur-
ing compliance with the data controller's obligations in relation to:

¢ Implementation of appropriate technical and organizational measures
¢ Notification of personal data breach to the supervisory authority

¢ Notification of personal data breach to the data subject

e Conducting impact assessments

e  Prior consultations with the supervisory authority.

C.4. Storage period/erasure procedures
Personal data is stored for the term of the Agreement with the data controller after which the
personal data is erased by the data processor as described below and in Clause 11.1.

Upon specific, written request from the data controller, specific personal data will be erased by
the data processor within 4 weeks from the receipt and the data processor’s acceptance of the
request.

Upon termination of the provision of personal data processing services, the data processor
shall either delete or return the personal data in accordance with Clause 11.1., unless the data
controller — after the signature of the Agreement — has modified the data controller’s original
choice. Such modification shall be documented and kept in writing, including electronically, in
connection with the Clauses.

C.5. Processing location
Processing of the personal data under the Clauses cannot be performed at other locations
than the following without the data controller’s prior written authorisation:

Primarily from the data processor and the sub-processor’s locations including locations under
their and their employees’ control. Additionally, the processing of personal data can take place
from the data controller’s locations or at a location designated by the data controller. In addi-
tion, remote work may be performed in accordance with the data processor's remote work

policy.

C.6. Instruction on the transfer of personal data to third countries

The data processor is only allowed to transfer personal data to a country outside the European
Union or EEA (a “Third Country”) or an international organization located in a Third Country as
further specified below.

The data controller may in addition hereto, by a subsequent written notice or agreement, spec-
ify an instruction or specific approval regarding transfer of personal data to a Third Country.

If the data controller does not in the Clauses or subsequently provide documented instructions

pertaining to the transfer of personal data to a Third Country, the data processor shall not be
entitled within the framework of the Clauses to perform such transfer.
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C.6.1 General approval of transfer of personal data to secure Third Countries

With the Clauses, the data controller provides a general and prior approval (instruction) for the
data processor to transfer personal data to Third Countries if the European Commission has
determined that the Third Country/the relevant area/the relevant sector has a sufficient level
of protection.

C.6.2 Approval of transfer to specific recipients of personal data in Third Countries subject to
appropriate safequards

The data controller instructs the data processor to transfer personal data to Third Countries,
when necessary, in order for the data processor to deliver the service in accordance with the
Agreement, including by using the listed sub-processors transferring personal data to Third
Countries as described in the Agreement cf. Appendix B.1. Furthermore, the data processor
shall be entitled to transfer personal data to Third Countries if the data controller’s acts result
in such a transfer.

The data processor is entitled to secure the necessary transfer basis, for example by using the
Standard Contractual Clauses and thereby enter into the Standard Contractual Clauses with
the relevant sub-processor. The data controller shall in so far as necessary assist the data
processor on securing the transfer basis, including for example the Standard Contractual
Clauses.

In case the European Commission completes new Standard Contractual Clauses subsequent
to the formation of the original Standard Contractual Clauses, the data processor is authorized
to renew, update and/or use the Standard Contractual Clauses in force from time to time.

The content of these Clauses shall not be deemed to change the content of such safeguards,
incl. the Standard Contractual Clauses.

C.7. Procedures for the data controller’s audits, including inspections, of the pro-
cessing of personal data being performed by the data processor

The data processor must obtain an inspection report once a year. The inspection report con-
sists of a review performed by a lawyer. The inspection report generally contains a review of
written procedures regarding the processing and storage of personal data, etc.

The data processor shall make available to the data controller all information necessary to
demonstrate compliance with the requirements of the Clauses. The data processor shall allow
for and contribute to audits, including inspections, carried out by the data controller or another
auditor authorized by the data controller.

If the audit is carried out by someone other than the data controller itself, this other auditor
must be independent and non-competitive in relation to the data processor and otherwise be
subject to confidentiality and secrecy obligations either by law or as a result of a confidentiality
agreement on which the data processor can rely directly against the other auditor in question.

The data processor shall immediately inform the data controller if an instruction to provide
information or allow audits and inspections is, in the opinion of the data processor, contrary to

the GDPR or data protection provisions in other EU or national law.

C.8. Procedures for audits, including inspections, of the processing of personal data
being performed by sub-processors
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The data processor regularly audits its sub-processors using a risk-based approach based on
the best practices for such audits generally applied from time to time. Such may include review
of audit reports, use of questionnaires and other appropriate means.
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19. Appendix D The parties’ terms of agreement on other subjects

D.1 - In general
In relation to the data processor's processing of personal data on behalf of the data controller,
the parties have agreed on the specific terms outlined below.

In case of discrepancy between the Clauses and the terms laid down in this appendix D, ap-
pendix D shall take precedence.

D.2 — Consequences of the data controller’s unlawful instructions

The data controller is aware that the data processor depends on the data controller's instruc-
tions to which extent the data processor is entitled to use and process personal data on behalf
of the data controller.

If the data controller’s instruction is considered as unlawful according to the data processor’s
reasonable evaluation the data processor is able to end further processing than storage until
the data controller gives supplementary instruction on whether the processed personal data
once again can be processed legally or if the personal data shall be handed over or deleted.
The data processor’s end of processing in such situations cannot lead to breach of these
Clauses or the parties Agreement.

The data processor is not liable for any claims arising from the data processor’s acts or omis-
sions to the extent such acts or omissions are a direct data processing activity exercised in
accordance with the data controller's instructions and if the data processor is held liable or
sanctioned the data controller shall hold the data processor harmless.

D.3 — Implementation of other security measures

The data processor is entitled to implement and maintain other security measures than what
has been specified in the Clauses and Appendix C.2, however, provided that such other secu-
rity measures as a minimum provide the same level of security as the described security
measures.

D.4 — Provisions regarding a beneficiary third party in connection to sub-processors
The parties have agreed that Clause 7.6 of the Clauses (as specified below) shall not apply
between the parties.

Thus, the following text shall be deleted from the Clauses: "The data processor shall in his
agreement with the sub-processor include the data controller as a third-party beneficiary in the
event of the bankruptcy of the data processor to enable the data controller to assume the data
processor's rights and invoke these as regards the sub-processor, e.g. so that the data con-
troller is able to instruct the sub-processor to perform the erasure or return of data."

D.5 — Use of sub-processors supplying on standard terms

Regardless of Clause 7 it is emphasized that if the data processor uses a sub-processor, who
provides services on its own terms, which the data processor cannot deviate from, the sub-
processor's terms for such processing performed by such sub-processor will apply. If pro-
cessing is subject to a sub-processor's terms, this will be specified via the list of sub-proces-
sors set out in the Agreement, and such standard terms will be forwarded to the data controller
at the data controller’s request.
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With these Clauses, the data controller accepts and instructs that such specific processing
activities are based on the sub-processor's terms.

D.6 — Compensation

The data processor is entitled to receive reasonable payment for time spent as well as other
direct costs incurred by the data processor relating to assistance and services provided by the
data processor to the data controller. Such assistance and services may include but is not
limited to assistance and service described in Clause 9, 10, 12, C.3 and C.7, changes to the
instruction, cooperation with supervisory authorities etc. The data processor will without pay-
ment and within reasonable limits, answer specific supervisory questions that specifically re-
late to the processing carried out by the data processor.

The compensation is calculated on the basis of the time spent and the agreed hourly rates in
the Agreement regarding the data processor’s provision of services to the data controller, and
if no hourly rates have been agreed on, the data processor's current hourly rates will be ap-
plied, with the addition of any cost paid, including also cost to be paid by the data processor
for the assistance of sub-processors.

If the data processor's assistance and/or service leads to claims for increased security
measures to be observed in relation to agreement regarding the data processor’s provision of
services to the data controller and Appendix C, the data processor will, as far as possible,
implement such additional security measures pursuant to further agreement with the data con-
troller, provided that the data processor receives payment for such work. The data processor
shall furthermore be entitled to receive payment for the implementation of other security
measures if the data processor's ongoing evaluations leads to increased requirements for such
security measures compared to the Clauses regarding the data processor’s provision of ser-
vices to the data controller. The data processor will introduce and implement such additional
security measures pursuant to further agreement with the data controller.

Regardless of the above a party does not have the right to claim compensation for assistance,
service or implementation of changes to the extent where such assistance or changes are a
direct consequence of the party’s own breach of these Clauses.

D.7 — Limitation of liability

The limitation of liability in the Agreement applies to the data processor’s processing of the
personal data under these Clauses, including with regard to art. 82 of the General Data Pro-
tection Regulation.

D.8 — Claims from data subjects

Each party is responsible and liable for claims arising from the data subjects in accordance
with article 82 of the General Data Protection Regulation. In relation to claims between the
data controller and the data processor in consequence of claims from the data subjects the
limitation of liability in the Agreement shall apply as described in section D.7. A data controller’s
claim against the data processor cannot exceed the cap in the Agreement. Furthermore, the
data controller shall hold the data processor harmless for claims from the data controller’'s data
subjects, which may be made towards the data processor but exceeds the cap just like alloca-
tion of responsibility and liability between the parties in general takes places in accordance
with article 82 of the General Data Protection Regulation as described above.

Standard Contractual Clauses May 2023



Page 21 of 21

Standard Contractual Clauses May 2023



